
 
 

 

LeMoyne-Owen College Security Awareness Training Program 

 

Twentieth century security awareness is not effective in the twenty-first century. Today, employees 

are frequently exposed to sophisticated phishing and ransomware attacks.  LeMoyne-Owen College 

(LOC) utilizes a combination of frequent simulated phishing attacks and web-based security 

awareness training.  LOC provided an initial baseline test to assess the Phish-prone™ percentage of 

admin, faculty, and staff email users through a simulated phishing attack.  Users that clicked on links 

or open attachments were then provided on-demand, interactive, engaging training with common 

traps, live Kevin Mitnick demos and new scenario-based Danger Zone exercises.  Ongoing monthly 

phishing campaigns, combined with integrated online Security Awareness Training, ensure 

employees are immunized against the mechanisms of spam, phishing, spear phishing, malware and 

social engineering.  Enterprise-strength reporting, showing stats and graphs for both training and 

phishing are provided to LOC management.       

  

Sample phishing email campaign for LOC admins/faculty/staff: 

 

• On-demand, browser-based training featuring “The World’s Most Famous Hacker”  

• Multiple awareness training modules available  

• Create multiple training campaigns as ongoing or with a specified completion date  

• Automated enrollment and follow-up emails to “nudge” users who are incomplete  

• Auto-enroll new users added to a group or company  

• Point-of-failure training auto-enrollment  



 
 

 

 

The LOC Security Awareness Training Program has the ability to launch a simulated phishing attack - 

which if clicked on - comes up with a secondary ruse like a Java popup that the user is social 

engineered to click on. If the user clicks on the secondary action, their workstation can be scanned 

for several things like user name, IP address and other data related to that user's workstation and 

Active Directory as specified by the admin.  

Sample Landing Page to test Social Engineering Vulnerability: 

 

 

LOC utilizes highly effective, scheduled Phishing Security Tests to keep LOC employees on their toes 

with security top of mind. Within the Admin Console, we are able to schedule regular Phishing 

Security Tests from a large library of known-to-work templates:  

• Monthly simulated phishing attacks  

• Full library of successful phishing templates  

• Set-it-and-forget-it scheduling of attacks  

• Customizable landing pages  

• Customizable “hover-links” when a user "mouse-overs" 

• Phishing Reply Tracking allows you to track if a user replies to a simulated phishing email 

and can capture the information sent in the reply  

• Tests for opening MS Office attachments and secondary action of enabling macros  

• “Anti-prairie dog” campaigns that send random templates at random times preventing users 

warning each other  



 
 

 

• Advanced Phishing Reporting provides powerful features, for instance, a report of phishing 

failures by group or manager and many more reports  

• Utilize at-a-glance Training Campaigns Dashboard to see campaign status, completion 

percentage and individual progress  

• Filter campaigns by recipient, delivered, opened, clicked, attachment, data entered, 

bounced, export in CSV  

• Top 50 Clickers report  

• Specify user needs to “Read and Attest” Security Policy for compliance  

• Phishing Security Test results emailed to admin upon completion  

 

Sample Enrollment Email for Security Awareness Training:   

 

 

 

 

 

 

 

 

 



 
 

 

 

Security Awareness Training Reporting Dashboard – End User Reports 

 

 

Security Awareness Training Reporting Dashboard – Sample End User Status Report 

 

 

 

 

 



 
 

 

 

Sample Screens from Online Security Awareness Training Courses: 

 

 

 



 
 

 

 

 


